globeandmail.com: Attackers profiting from IT blierd http://www.theglobeandmail.com/servlet/story/RIE20071116.wgtfro.

Attackersprofiting from I T blinders

BRIAN BOURNE AND DAVID SENF
GLOBE AND MAIL UPDATE
NOVEMBER 16, 2007 AT 12:40 PM EST

Front Lines is a guest viewpoint section offerimggpectives on current issues and events from peopl
working on the front lines of Canada's technolagustry

The confidence of Canadian firms in their IT setyus irrationally high — and it's up from a yegoaln
contrast, attackers looking to exploit weaknesse® liound new and creative methods to earn more
money. Lack of awareness and most alarmingly ttle dd leadership in Canadian firms helps the now
organized criminal attackers enjoy greater sucaedrofits.

The threat environment is now driven largely by engdound economy, where there is no shortage of
creative ways to make money. Phishing, spammirgft df intellectual property, corporate espionage,
personal identities and credit cards are only adethe revenue opportunities. The troubling rgadit
attackers motivated by money instead of notoriatyfame is that they are highly motivated to do
everything possible to go unnoticed. It is notlaitiacommon for an investigation to uncover thatkeas
had system access for many months or even yeat$n @aome cases, the hackers were even helping the
company maintain over all IT health to ensure thatsystems they were abusing stayed online aird the
activities continued unnoticed.

This all said, there is the overwhelming belief@gnadian companies that nothing bad will happen to
them. Optimism even prevails when something bad #@ppen — surely lightening won't strike twice.
Perhaps it's our good Canadian nature. Or it nibghtat ignorance is bliss. Whichever it is, thera lack
of knowledge regarding security risk — particulaaiypong business executives.
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*

Although the buck stops with business executiveyg tto not place a high priority on IT security. G,
their job is to focus on delivering business resuBut research from IT market research consultéDCy
shows that security consistently rates low evennnd@mparing with other IT priorities. They'd rather
invest in additional business applications andebgterformance than improved security. Not
coincidentally, Canadian firms are saying that thegd more leadership from management on security.
Doing risk assessments, setting priorities, trgr@mployees and enforcing policy relies on managéme
leadership. But first, Canadian business executieesl a better grasp of security to take on thés ro

Security vendors compound the problem in their @sism to sell more product. They'll promise full
security in a box or in a piece of software. Thattris, there is no holy grail of security, andproduct or
service can guarantee security or cover all anreddevels. As an organization, you must first fegout
what you are trying to protect and its value, thgare out if you have adequate protection measures
Rinse, then repeat, as security is a constantlygihg field, and so are your assets. What is ingmbitio
the business this year, may not be critical neat.ye

No one works with an infinite security budget, aledermining where to spend each security dollar wil
depend on your specific environment and no onésel8goid purchasing a system because it's popular
it seems many businesses also have it; underskaotlyewhat it will do for you. Replacing your $200
firewall with a $50,000 firewall doesn't necessaiihprove security in any way. In security consatifar
too often we see an expensive security purchase,madch is not properly implemented, monitored, or
maintained. It happens that solutions are purchssptbtect something of much lower value than the
solution itself.

The maturity and complexity of attacks is not sdmreg the average firm can change. The fact isttiet
bad guys are getting better at an alarming rateveier, firms can spend a little more time undecitam
the threats and what assets need protection mstsdcurity community realizes this, and endeavours
such as the Toronto Security User Group (www.tasland the recently launched Canadian IT Security
Week (www.itsecurityweek.ca) have grown as pathefCanadian security community coming together.
But ultimately business executives need to leadupporting IT executives and IT management in their
security efforts. After all there are many attaskleappy to make a dollar off your insecurity — agahind
you that you can't spell confidence without con.
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